
 
BEWARE OF SCAMS THIS FESTIVE SEASON 

As we approach the festive season, most of us 

will take time off to be with family and friends. 

It is a period to relax and take it easy. This is 

unfortunately not the case for scammers who 

are always on a hunt to make money out of 

unsuspecting consumers. The festive season is 

often characterised by an increase in scams.  

Holiday Scams 

Scammers place adverts for a holiday on the 

internet and social media platforms with an 

invitation to call or email should one be 

interested. As soon as the consumer makes 

contact, a request for a deposit is made to 

secure the accommodation. Pictures of the 

promised accommodation will be sent to 

further lure the unsuspecting consumer to 

accept the deal. Tell-tale signs that the deal 

could be a scam include: 

 Refusal to show the property, usually keys 

to the property are not available but one 

can look from the outside. 

 Advertising platforms will be free and 

usually untraceable (social media). 

 Banking details provided will likely belong 

to a private person instead of a company. 

 The scam artist may not be available to 

meet in person. 

 

Fake travel agencies 

Scam artist may also create high quality 

websites purporting to be travel agents. The 

offers will be too good to be true. Scammers 

use psychological manipulation and pressure 

selling to convince holiday makers to give 

deposits on the spot. After making enough 

money, the scammers shut down the website 

and go on to create another one. Avoid falling 

victim: 

 Contact the Association for South African 

Travel Agents to establish if the said travel 

agent belongs to the association. 

 Call the holiday destination in question to 

establish if such an offer exists. 

Banking Fraud 

Hackers have become very sophisticated, 

scammers have found a way to access online 

banking platforms and are able to create fake 

One Time Password (OTP) originally generated 

by the banks and gain access to unsuspecting 

consumer’s banking accounts. In the 

beginning, scammers would call to get the 

consumers’ personal details but this is no 

longer the case. It is highly likely that by the 

time they call a consumer they have the 

consumer’s full profile upfront and simply call 

to verify these details and to get the consumer 

to authorise “illegal payments” on their online 

banking platforms. Be on the alert: 

 Never share your personal banking 

information with strangers. Listen to what 

the banks say, they will never call and ask 

you for your PIN or OTP. 

 Lookout for ATM machines that seem 

tempered with. 

 Do not open your banking portals using 

links, rather type out the full internet 

address of the banking institution 

concerned. 

 Never respond to e-mails or SMS to update 

your personal and banking information. 

 

More and more consumers are shopping 

online this year due to the COVID 19 

restrictions. Scammers are now targeting 

consumers as they undertake festive season 

shopping online. Be vigilant, everyone can fall 

victim to a scam. Take time to familiarise 

yourself with possible scams that are popular 

out there and avoid being a statistic. 

 

Scams are fraudulent and criminal activities. 

Report scams to the SA Police Service. 


