
CYBER SCAM ALERT 

As the world gravitates towards online transacting 

to observe social distancing, exposure to 

cybercrime is a real threat. Emails, SMS, and the 

internet provide fertile ground for cybercrime and 

social media platforms are not exempt.  Cyber 

scams are cleverly designed to trick consumers 

into parting with money. Once a consumer is 

scammed, the prospect of recovering their money 

is very limited.  

 

Some of the Most Popular Cyber Scams 

1. Phishing 

Phishing is one of the most common online scams. 

Phishers take on the identity of a company or 

someone trustworthy in an attempt to get 

consumers to hand over personal information or 

click a malicious link via email, social media or 

other messaging apps like WhatsApp. 

2. Get Rich Quick  

These are get rich scams promising one an 

opportunity to make easy money quickly, and 

cybercriminals use them to prey on unsuspecting 

users. Often these scams say one can make a 

week’s worth of salary in just a few hours. They 

then get one to hand over personal and financial 

information, often sensitive by nature to access 

their bank accounts.  

3. Investment schemes promising to “double 

your money in a few weeks” 

These scams promise unrealistic returns on 

investment in a very short period of time. The 

promised interest rate usually is above the interest 

rate offered by banking institutions and there is 

always a requirement to recruit others to invest to 

realise returns. These are called pyramid 

schemes. 

4. Fake shopping websites and formjacking 

Fake websites try to make consumers believe they 

are the real deal and a part of well-known brands. 

These websites, are mostly unknown but give 

consumers “great deals” of up to 75% off. 

Cybercriminals are now also using formjacking – a 

new cyber threat that steals credit card 

information. This can happen when a legitimate e-

commerce website is hacked (without the owners 

knowing), allowing cybercriminals to redirect 

consumers to different URLs in the payment 

process that look similar but actually steals 

consumer information. 

5.  Fake antivirus software 

A sudden pop-up message appears on the screen 

whilst browsing the internet saying that your 

computer is infected with a virus. In reality, these 

fake antivirus software adverts and pop-ups want 

one to download free software, which will only 

serve to give one a virus, malware or ransomware 

(software designed to block access to a computer 

system until a ransom is paid. 

 

Protect yourself from cyber scams  

Scammers are not legitimate business people and 

are therefore not bound by good business practice 

principles. Where a scam in involved, consumers 

do not enjoy any protection in terms of the 

Consumer Protection Act. It is likely that they will 

be referred to the South African Police Services as 

some of these scams are criminal activities. Adopt 

safety measures whilst transacting online. 

• Do not participate in Pyramid Schemes, they 

are illegal operations. 



• Do not respond to unsolicited sms or emails, 

rather delete these without opening. 

• Never give personal information such as ID, 

banking details, etc. over the internet, email or 

phone to an unknown person. 

• Never download software on instruction by an 

unknown source. 

• A website is not necessarily proof that a 

company exists and is legitimate. Scammers 

can develop dummy websites to convince 

consumers of their existence. 

•  Don’t be a victim, if a deal sounds too good to 

be true, it probably is! 

When in doubt, ask your nearest consumer 

protection authority, bank or an investment house 

for advice before committing to anything. 

      

  


